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OUTLINE

* A GIS Journey Story

* What is an Enterprise GIS?

* Assessment Areas
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GEOSPATIAL & DIGITAL SOLUTION SERVICES

GIS Mapping and Analysis

RISK
o F|e|d Data CO||eCti0n / Real'Time Mapplng Reduce environmental and financial risk
. . through enhanced QA/QC, data validation
e Sijte AnalyS|S and management of data.
e Data Interpretation, Management and Analysis CONTROLLED COSTS

Better data insight and access to quality
information leads to reduction in overall
project costs.

BETTER INSIGHT

Drive insight from data results in better
decision making. Ability to analyze trends
and forecast.

Data Visualization
Data Dashboards and Web Viewers GAS

LANGAN

e Historical Data Acquisition Data Solutions CENTRALIZATION
® Spatial and Non-Spatial Data Integration o eielosons vt o s
e Map-Based Document Management for many data types.
PRODUCTIVITY
Custom Solutions e oo of s et ey
e Process/Workflow Development INNOVATION
e Enterprise Software Integration Develop innovative web and mobile solutions

that create value.

e Litigation Support
e Asset Management
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DEVELOPMENT SERVICES

Advanced Solutions

® Process Automation
¢ |oT / Real-Time Data Capture & Reporting
e Al /Machine Learning

Custom Tools

e Web & Mobile Application Development
e Custom Viewers & Websites
e |Interactive Data Exploration

IT Infrastructure Support

e System Architecture Design & Implementation
e Enterprise Systems Integration
. @ e Data Extract, Transform & Load (ETL) Services

]

O 0
®
o

LANGAN



A GIS JOURNEY




THE GROWTH OF GIS

Web Apps!

More Data and

Departments!




GIS “Guru”




WHAT IS AN
ENTERPRISE GIS?




ENTERPRISE GIS

* Complete Data and
Applications in the
Palm of Your Hands

* Integrations Across
Many Departments

* Increased Planning,
INFRASTRUCTURE ArChiteCture) and
A Support Needs

DATA STORES
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Tile Cache Spatiotemporal
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ENTERPRISE MANAGEMENT

Strategy

Governance, Risk Capability-Based
& Compliance Planning

Process, Rule & Entel‘prise 'terprise; o110

Data Management Architecture Management

Standards

Service I5rogram & Project
Management Management

velopment, Delivery
& Improvement



BUT | HAVE GIS SKILLS!

THE LOOK | GIVE
ﬁ,

= OOGISE#IT

WHEN I'M COMPLETELY
OVERWHELMED
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ASSESSMENT
AREAS




THE
SCIENCE
OF
WHERE ™

ArcGIS Portal ArcGIS ArcGIS

ArcGIS Web Adaptor  for ArcGIS Server Data Store
Enterprise
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BEST PRACTICES

e Esri Recommendations

e Langan’s Experience

e Manual Checks

Processes _
e Scripted Process

e Conversations

Custom

e \/ision
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SCRATCHING THE SURFACE
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ARCHITECTURE

* Hardware and Virtual Machines
* Business Requirements

 |nitial Architecture Needs

* Usage Dictates Architecture (How many)

Sizing Based on Performance and Usage (How big)

Hosting on ArcGIS Server or federated servers
Minimal vs. Optimal Requirements
Storage Capacity & Location

High Availability / Redundancy

Adaptor Adaptor
|
7443
¥

®

Portal Hosting
Server

Relational
Datastore

Mapping
Server

Web Web
Adaptor Adaptor

Hosting
Server

Enterprise Relational

Datastore

Web
Adaptor

Mapping
Server

Enterprise -




ARCHITECTURE

* Scaling

* Ensure meet business and performance needs

* Multi-Tier Deployment Strategy
* Sandbox, Dey, Staging, Production

Sandbox . Stagmg




MANAGEMENT & ADMIN: SERVER

e REST Services directory security control

e Disable ArcGIS Server Administration
Through Web Adaptor

esri.com| ArcGIS Enterprise | Sign Qut | Help

& ArcGIS Server Manager Services Security

‘Web Adaptor Software Authorization Settings

Directories
Data Stores Help

Configuration Store - . . . . .
Registering data stores provides the server with a list of data source lecations for your services. You can register a

Machines database, managed database, folder or big data file share by clicking on the Register drop down.

| Data Stores I Check the box next to one or more data stores and click the Validate button to determine if they are available. To

verify the availability of all data stores, click Validate All.

Extensions

validate | validate All | | Settings Register: | Database | ¥ |

i Name Type

ArcGIS_Data_Store Managed Database

Database

ArcGIS_Data_Store Tile Cache

* Location of Config Store and server

directories
 Critical components of ArcGIS Server
* On network or on the server with ArcGIS
Server installed?
* Performance and Scalability impacts

* Validate Data Stores
* Checks Connections




MANAGEMENT & ADMIN: SERVER

Resource Usage Monitoring

* IT Infrastructure: * ArcGIS Software:
CPU * Services Usage
Memory * Number of Service Instances
Disk Utilization * Scaling at Process Level
Uptime * Service Load Times

N etWO rk U ti | izatio n esri.com| ArcGIS Enterprise | Sign Out | Help
@ ArcGIS Server Manager Security Logs

CPU utilization Memory Utilization Disk Utilization Wiision Serices DGE Services KML Network Links Sharing

Folders w Publish Service | |

Accidents # (Map Service) @

2 ’ aat) 4 % Sratus. Stared
. " nstances R ing
Disk Utilization-37 % & Hosted b8 e

B lnsights_Demo

| System

B Utilities
Instances Running:
Instances in Use:
Maximum Instances:

Buffer_Tool {Map Service)
Status: Started

e W AT

0350 0400 0410 D420 0430 0440 0450 0500 0510 0520 05:30 0540 0550 06:00
Time

[ ™ swap Memary Utilization M Physical Memary Utilization M CPU Utilzation




MANAGEMENT & ADMIN: PORTAL

CONTENT
e Custom Apps & Widgets

e Sharing Permissions and Usage

* On the server or the network?

* Metadata Best Practices

* Thumbnails, Summaries, Tags,
Categories, Contacts

Orpha ned Se rViceS Explore Metadata in ArcGIS Pro

Publicly Shared Items

Content Sources
 Where/How stored
* Hosted Data Store vs. Other Sources

Archival/Clean Up Policies

Deprecated Content




MANAGEMENT & ADMIN: PORTAL

ACCOUNTS

* Licensing

Regular Reports
* Permissions
* Membership Counts
* Content Counts

Field Worker
Editor
Viewer

T KR
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Essential apps

Essential apps Field apps

Essential apps

Viewing Editing

Quick Date Select ¥ 10/1/2017

Content
3017

Interact with the charts, tables and map in

5:28:41 AM GMT

Content Summary

811 4

Items This Period

Content Details

Contributors

Contributors

Member
esri_livingatlas

sing Service
Portal Admin

<
Filters: Shared: Public X

Item Name Type

Administrator 1
owner 1 Member

Accidents Feature Service owner 1
Overlay_Layer
KLCC_ESRI

Intersect for Alex

GIS Professional Feature Service Portal Admin

Feature Collection | Portal Admin

Creator

Feature Service Portal Admin

Overlay_Buildings Feature Service Portal Admin

Sharing Summary

Overlay_Lakes Feature Service Portal Admin

Feature Service

Feature Service

® Item Centers © Item Footprints

Essential apps
Essential apps Field apps
Field apps Office apps
Office apps ArcGIS Pro

Access
Pub
Publi
Publi
Publi
Public
Public
Py

Public

Density (all items)




MANAGEMENT & ADMIN: PORTAL

Roles

s et ot s e | 2OTTY DUL yOUT password must contain
USER SECURITY S —————— an uppercase letter; a
number, a haiku, a gang 4
sign, a hieroglyph, and 1
the blood of a virgin. |

Visit the documentation to learn

. . 4114 E=IZ3
* Single-Source Logins/SSO 112 -

Activity Viewer 2

* SAML, ADFS, Okta, Duo

Map Viewer

more about custom roles.

Power User

Publisher

Sales Team Power User

e Custom Roles/User Types

som@cards

user card

Sales Team Viewer

Solutien Engineer

User

e Potential Security Concerns
* Master & Shared Accounts

afiln

Tlhe one Family Friends Friends Family
Who pays OF family Of friends




MANAGEMENT & ADMIN: DATA STORE

 Run DescribeDataStore Tool

* Review for unusual results
* Failed recovery, backup locations, etc.
* Regular routine

* Ensure ArcGIS Server license not expired
on Data Store

e Backup configuration and schedule
* Prefer not same server!

C:\Program Files\ArcGIS\DataStore\tools>describedatastore.bhat
Information of ArcGIS DataStore ds_snsrwhoi

Data Store Release......cccvccecnnnnn 18.4.0.5524
Backup location......cceeevnnnannnns C:\arcgisdatastoreNbackup
Is backup folder shared............. false

Staging location.......... ..C:\arcgisdatastoresstaging
Tile cache data location.. ..C:narcgisdatastoreNnosgldata
Log location...c.ceeceecncncccnnnnnns C:\arcgisdatastoreNlogs

Max allocation off time............. 68 minutes

Machines in spatiotemporal cluster..UB2STDS.C2.TEST.LOCAL
Current master machine in cluster...UB2STDS.C2.TEST.LOCAL
Registered spatiotemporal machines..UB2STDS.C2.TEST.LOCAL

Quning system URL. ... ... ... ... .. https://vbh2gis.c2.test.local:6443/arcgis/adnm
in

Portal for ArcGIS URL.....cccccuu... https://vbh2ueb.c2.test.local/portal

Free disk space....ccececeecccannnns 30.088GB




MANAGEMENT & ADMIN: SECURITY

e Regularly Run serverScan.py &
portalScan.py Reporting Tools

* Check for Security Patches/Updates

e Check primary Service Account

* Port Forwarding & Firewall
Configuration

* Disaster Recovery
* Run WebGISDr Backup Tool
e Set up and ensure regularly ran
* Incremental & Full Backups (Nightly,
Weekly, Monthly)

Full backup Latest changes




MANAGEMENT & ADMIN: ALL

STANDARD OPERATING

Machine 1 (workstation)

¢ ChefDK >
e Chef starter kit

Machine 3 Machine 2 (base deployment)

T =

Web Adaptc Web Adapto

L bﬂl) € .....
595 ﬂ< ....... >@ .......

ArcGIS Server Portal for
(hosting) ArcGIS

Machine 5

Maﬂea Eg
E<..> d
File serv: w“e'

.....

Internal Documentation
* Publishing Workflows
* Content Management

Check Events Log for Errors

Validate Federated Servers

Review Licensed Server Types
* Base (GIS)
Image Server
GeoEvent
Mission
GeoAnalytics




MISCELLANEOUS

Diagram

I
I
| ArcGIS |
IWeb Adaptors I

|

x| .
o | Ao Licenses
X%

| server
! (hosting
I

TRANSFORM LOAD

I
I
: ArcGIS
I

Security Patches

= , (relatiol l - - —‘
' e wasest
ETL Scripts

ETL - Extract, Transform, Load

Process Automation
Scripts

Infrastructure Security Threats

S = ]
=8 SSL Certificates

Phishing Ransomware
theft




BE CONCERNED!

Data Breaches and Identity Theft Reports Have

Global Gls MARKET SIZE Doubled Over the Past Five Years
W It il o |m $8,185.9

Million 2 breache

| w0
Million

Market

Market Growth Rate

aillll 17.6%

North America //

Largest Market By Region (2020)

APAC

Fastest-Growing Market PRESCIENT & STRATEGIC

By Region (2020-2030) e O onn @ p
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& CHRIS AKIN, GISP

@ cakin@langan.com

Technical Excellence Practical Experience Client Responsiveness




